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ABSTRACT— Electronic Government (e-

Government) systems constantly provide 

greater services to people, businesses, 

organisations, and societies by offering more 

information, opportunities, and platforms 

with the support of advances in information 

and communications technologies. This 

usually results in increased system 

complexity and sensitivity, necessitating 

stricter security and privacy-protection 

measures. The majority of the existing e-

Government systems are centralised, making 

them vulnerable to privacy and security 

threats, in addition to suffering from a single 

point of failure. This study proposes a 

decentralised e-Government framework with 

integrated threat detection features to address 

the aforementioned challenges. In particular, 

the privacy and security of the proposed e-

Government system are realised by the 

encryption, validation, and immutable 

mechanisms provided by Blockchain. The 

insider and external threats associated with 

blockchain transactions are minimised by the 

employment of an artificial immune system, 

which effectively protects the integrity of the 

Blockchain. The proposed e-Government 

system was validated and evaluated by using 

the framework of Ethereum Visualisations of 

Interactive, Blockchain, Extended 

Simulations (i.e. eVIBES simulator) with 

two publicly available datasets. 

Index Terms— Blockchain, e-governance, 

digital transformation 

I. INTRODUCTION 

E-Government uses digital technologies to 

deliver public services to individuals, 
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agencies, businesses, and other affiliates in 

order to improve efficiency, participation, 

accountability, transparency, and shared 

responsibilities with various stakeholders. 

This significantly improves the inclusiveness 

of government services by ensuring full 

access to services without the need for 

physical visits, among other advantages. In 

general, e-Government is one of the most 

complex information systems, requiring 

efficiency, security, and privacy protection. 

However, various privacy and security 

breaches are frequently reported around the 

world as a result of, amongst others, the 

disclosure of sensitive information, 

inappropriate sharing and mishandling of 

private information, and sophisticated attacks 

on e-Government systems. Most existing 

commonly used e-Government systems, such 

as websites and electronic identity 

management systems (eIDs), are centralised, 

with all data processed and computed 

through central servers. Centralised services 

frequently have a single point of failure, 

making the systems vulnerable to cyber 

attacks such as malware, worms, denial of 

service (DoS), and distributed denial of 

service attack (DDoS). Furthermore, insider 

threat is becoming an increasingly critical 

challenge in many organisations around the 

world, including e-Government systems; 

because it originates from a trusted account, 

it cannot be detected using external security 

measures such as firewalls. It enables the 

development of highly secure and privacy-

preserving decentralised applications in 

which information is not controlled by a 

centralised host or third parties. Transactions 

are encrypted and stored in linked blocks 

(i.e. ledgers), which are distributed across the 

network in a verifiable and immutable 

manner using blockchain. This means that 

once information is added to the chain, it 

cannot be removed or changed in the future. 

Because of the immutability nature of 

blockchain, adding invalid transactions must 

be avoided.  

Unwanted traffic, such as spyware, worms, 

ransomware, and spam, can be extremely 

expensive and financially disastrous. As a 

result, such traffic must be identified and 

prevented from being added to the e-

Government blockchain. As a result, this 

work proposes an anomaly detection system 

for identifying and mitigating unwanted 

traffic in e-Government systems using 

artificial immune systems (AISs). In a 

nutshell, an AIS is a computational model 

created by simulating the behaviour and 

operation of the biological human immune 

system. Consequently, DCA is adopted to 

the proposed e-Government system herein, 
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but the application of other decentralised 

intrusion detection approaches and 

corresponding comparative studies of these 

approaches, remains as a piece of future 

work. The proposed framework was 

validated and evaluated using the Ethereum 

Visualisations of Interactive, Blockchain, 

Extended Simulations (i.e. eVIBES 

simulator). The open source eVIBES 

simulator offers off-chain (sideDB) data 

storage, which is crucial for e-Government 

systems since it allows for the storing of 

items like contacts, photos, and other 

data/information that are too large to be 

saved in the blockchain or that must be 

destroyed or updated in the future. 

II. LITERATURE SURVEY 

E-government diffusion is an international 

phenomenon. This study compares e-

government adoption in the U.K. to adoption 

in the U.S. In particular, this study seeks to 

determine if the same factors are salient in 

both countries. Several studies have explored 

citizen acceptance of e-government services 

in the U.S. However, few studies have 

explored this phenomenon in the U.K. To 

identify the similarities and differences 

between the U.K. and the U.S. a survey is 

conducted in the U.K. and the findings are 

compared to the literature that investigates 

diffusion in the U.S. This study proposes a 

model of e-government adoption in the U.K. 

based on salient factors in the U.S. A survey 

is administered to 260 citizens in London to 

assess the importance of relative advantage, 

trust and the digital divide on intention to use 

e-government. The results of binary logistic 

regression indicate that there are cultural 

differences in e-government adoption in the 

U.K. and the U.S. 

A. Privacy and security aspects of E-

government in smart cities  

E-government is an indispensable part of a 

Smart City. Information and communication 

technologies transform the relationship 

between citizens, businesses, and 

government departments, which enables the 

implementation of e-government, making 

operational processes efficient and speedy. 

This chapter investigates the current 

deployment strategies and the technological 

solutions of e-government in terms of 

security and privacy in a Smart City 

environment; it also identifies the challenges 

of adoption. In addition, this chapter 

proposes a decentralized framework based 

upon blockchain and artificial intelligence to 

provide a secure and privacy-preserving 

infrastructure. The proposed framework 

integrates technologies to provide mutual 
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trust between individuals, businesses, and 

governments, leading to a greater 

transparency of activity and less operational 

overhead. The reduction in process overhead 

results in lower running costs (therefore 

increasing revenue) and improves the speed 

of cross-boundary transactions. 

B. Security and privacy issues in E-

government  

In developing technology, hackers are 

actively collecting personal information. To 

achieve their goals and acquire simple access 

to information about any individual, they use 

a range of methods and techniques. A 

privacy breach occurs when hackers gain 

access to complete information without the 

user's permission. Threats and dangers to 

security can arise for a variety of reasons, 

including technological flaws and targeted 

attacks. The government provides digital 

public facilities to people and the business 

community. Consumers have the expectation 

that e-government provides security and 

protects their data and personal information. 

Users have expressed concerns about their 

personal data privacy and safety. The main 

object of this chapter is to give strategies for 

IT specialists and e-government services 

because they need continuous improvement 

in privacy and security issues. The findings 

of this chapter may be useful to new 

researchers and may aid in the avoidance of 

security breaches and privacy issues. 

III. PROPOSED SYSTEM 

The overview of our proposed system is 

shown in the below figure. 

 

Fig. 1: System Overview 

 

Implementation Modules 

Admin  

• In this module Admin can login with 

valid username and password after login 

successful admin can perform some 

operations: can view all datasets, view all 

cyber threat by blockchain, view all 

cyber threat results, view all gov classify 

type by blockchain, view all gov classify 

type results and logout.  

User 

• In this module user can register and login 

with valid username and password after 
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login successful user can perform 

operations are: user can upload datasets, 

find cyber threat type results by 

blockchain, find threat type and logout. 

 

IV. RESULTS 

 

Fig. 2: Home Page 

 

Fig. 3: Admin Login 

 

Fig. 4: User Login 

 

Fig. 5: Cyber Threat Results 

 

Fig. 6: Gov Classification Type 

 

V. CONCLUSION 

This project presents a decentralised, secure, 

and privacypreserving e-Government 

framework using consortium blockchain and 

artificial immune systems. The decentralised 

structure and encryption/validation 

mechanism provided by blockchain 

technology ensure the security, privacy, and 

integrity of information, which is further 

enhanced by the insider and external threats 

detection functionalities realised through an 

artificial immune system. The proposed 

framework was implemented using the 

eVIBES simulator. The experimental results 

show that the proposed e-Government 



 

1952                                                          JNAO Vol. 16, Issue. 1:  2025 

 

framework can provide e-services to users in 

an effective and secure manner, with the 

potential of increasing trust in public sectors. 

A direct piece of future work following the 

experimentation will be to investigate the 

innovative application of advances in 

artificial intelligence with the goal of 

speeding up block creation when there is a 

spike in transactions in the e-Government 

network so as to make the system more 

scalable and robust. In addition, it is 

worthwhile to study the application of other 

artificial immune systems to provide a 

security shield to the proposed e-

Government system. 
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